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Encounters on the Web 
 
 

1.1 Phishing: Don’t get hooked!!!! 
 

Phishing is the attempt by someone to “fish” for account details from unsuspecting people. 
 
Phishing attempts have been around for a while now, starting in the late 1990s, looking for log-
in details to the AOL service. Since then, the rise of the internet and most particularly the rise 
of internet banking has seen a proliferation in phishing attempts. Initially they were often poorly 
worded, contained spelling mistakes and poor grammar. Current phishing attempts usually ar-
rive in the form of an unsolicited email that purports to be from a financial institution, your bank 
for example. These attempts are getting more and more sophisticated and are getting harder 
and harder to spot. Their aim is to direct you to a site that looks like the financial institution they 
claim to be and get you to enter your username/PIN and password. 
 
How to detect the bait? 
 
 Spelling errors 
 Grammatical errors 
 Incorrect colour schemes for your financial institution 
 Financial institution asking for personal information by email 
 The name of a URL the email wants you to go to doesn’t match the address displayed in 

the status bar:  Eg: Please vist http://www.westpac.com.au to verify your details. Howev-
er, when you place your mouse over this link it shows up as http://www.y0rhax0red.com 

 
How to protect yourself: 
 
 Never reply to any email with your username/PIN and password, your institution will never 

ask for it that way. 
 Never click on an email link to get to your institutions webpage, type it in by hand. 
 Confirm your connection is encrypted - a padlock will appear in the bottom right hand side 

of your web browser. 
 Verify the site is what you think it is by double-clicking the padlock to display the certifi-

cate 
 Have up to date anti-virus and anti-spyware software 
 Close all your copies of the internet browser at the end of your banking session 
 
In the future, with the rise of VoIP telephony be prepared for phishing scams via the phone!!!!! 



1.2 Phishing Part II: Secure Sites - Are you talking to whom you 
think you are? 
 

With the rise of phishing attacks and the increase in the popularity of internet banking the op-
portunities for fraudulent access to bank accounts have grown greatly. These attacks often 
come in the form of an email claiming the internet banking terms and conditions have changed 
or your internet banking password needs updating. The email directs you to a website that 
looks identical to the bank’s website. However, the web address is false and it will not be a ver-
ified secure site. 
 
A secure site, such as a bank’s online banking site, uses the https protocol. This creates an 
encrypted connection between your web browser and the bank’s web server, securing your ac-
count details. However, a problem arises if you are not connected to the site you think you are! 
If you are tricked into going to a website that appears to be your bank’s site and enter in your 
details, the perpetrators of the scam now have your internet banking details. 
 
In order to avoid this problem you need to be careful about the site you are looking at. If the 
site doesn’t have https:// at the front of the web address in the location bar, it isn’t genuine. For 
example it should say https://businessonline.westpac.com.au/esis/Login/SrvPage (the ac-
tual address will be different unless you are a Westpac customer). If it doesn’t you should be 
suspicious and contact your bank for support. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
The fraudulent site may be a secure https:// site however. In this case it will have a padlock, 
which you can see next to the address bar in the screen picture above. (In your browser the 
padlock may be in a different location on the screen). You can verify the details of the site pro-
vider by clicking the padlock. This will pop up a window displaying information about the secure 
site’s certificate. A certificate is issued by an organization known as a certificate authority. To 
complicate matters, anyone can run their own certificate authority. However, for a site to be 
verified without displaying a popup warning window, the certificate authority's own certificate, in 
this case Verisign Trust Network, must be installed in your web browser. Only reputable CA's 
certificates are shipped with the main browsers. 
 
With a little bit of care and common sense you can protect yourself from these scams. 



1.3 What Exactly is Downloading? 
 
 A download refers to any information which is transferred from the internet, to via your mo-
dem, to computers on your Local Area Network (LAN). Activities such as browsing websites 
and receiving emails count as a downloading. ISP's plans often incorporate an included down-
load allowance with prices varying with the amount included as well as the speed of the con-
nection. So it is important to understand that a "download" does not simply refer to the down-
loading of files, but to all information you pull from the internet. 
 
Because of the way internet plans are structured it is useful to know how much information 
(data) you actually download in a month so that you don’t use more than your included 
amount. To give you an idea of how much data internet activities involve, here are a few exam-
ples. The following are some common internet activities, and the amount of data they use 
on average. 
 
 YouTube (normal quality) – 150 megabytes per hour. 
 Emails (with half-megabyte attachments) – 50 megabytes per 100 emails. Note that 

emails without attachments are very small. 
 General web browsing – 8 megabytes per hour 
 Online Multiplayer Gaming – 20 megabytes per hour 
 
Using these figures, and some simple maths, you can easily estimate the amount of includ-
ed download data you might need, and choose a plan accordingly. 
 
On a plan allowing 15gigabytes (1 gigabyte = 1000 megabytes) of download data per month, 
you could: 
 
 Watch three hours of YouTube videos each day 
 Do three hours of General web browsing each day 
 Receive twenty emails a day with attachments, half a megabyte in size each. 
 
If your internet connection is shared between a group of people, you need to take into account 
that you share the amount of included data. 
 
It’s also worth bearing in mind that downloads also affect the apparent speed of your internet 
connection while those downloads are taking place. The more you download at once, the slow-
er your connection will appear to be. 
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Email Efficiencies 
 
 

2.1 Webmail 
 

Have you ever wanted to check your email while on holiday, or at a friend’s house? If so, what 
you need is Webmail. This uses a web browser, such as Internet Explorer, to handle email, ra-
ther than an email client such as Outlook. Genisyst customers can do Webmail – go to 
www.genisyst.com.au and click on Webmail, you will be re-directed to a secure login where 
you enter your username and password. If you don’t know your username contact Genisyst. 
 
Once logged in you will see your INBOX. Look at the options link at the top of the screen and 
customise the system to your requirements. The first time you use Webmail you must go to the 
Personal Information section and customise the various options such as your reply-to address. 
Full Name appears to the email recipient as the Sender of the email. Set the Email Address to 
your usual email address. 
 
Call Genisyst on 1300 464 363 or email support@genisyst.com.au if you have any questions 
about Webmail. 



2.2 When Size Does Matter! 
 

Email is one of the best and earliest features of the internet. It is also one of the most abused. 
For many users, the simple store and forward email system has become “mission critical”. The 
mail protocol was conceived within a community of like-minded academics, operating in a spirit 
of cooperation and trust. However, the internet has evolved into a completely different entity 
with a very different environment, yet the email system has stayed basically the same. This 
has led to email being used and abused in many more ways than originally conceived. Internet
-wide a vast amount of effort and resources are put into the sending of, and avoidance of 
SPAM. As systems have progressed, many people use it as a way of sending data, via the use 
of email attachments. 
 
With the increase in internet usage and the uptake of broadband, coupled with the proliferation 
of devices such as digital cameras, many emails are sent with large attachments. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
One thing to check before hitting the send button, with attachments is “How big is this 
email?” Many email clients will show how large an attachment is once it has been attached to 
an email. If not, right-clicking on the file prior to attaching it and selecting properties will tell 
you. 

 
“How big is too big?” As size is undoubtedly in the eye of the beholder, it really depends on 
whether the sender and the recipient have broadband. If either use dialup, anything beyond a 
megabyte really becomes a pain. If both have broadband this could be stretched out to ten 
megabytes. A couple of things to consider:     
 
 Images often look small on the screen yet their file size is large. Most camera images are 

usually 3.5 megabytes in size or larger. They should be saved to a .png or .jpg format and 
have their file size reduced using an image manipulation program. 

 When sending the same images or files to a group of people, a good idea would be to up-
load them once to a site like Flickr or ImageShack and then just email everyone the link to 
the images or files. 

 Many servers have restrictions on the file size and number of recipients that they will 
send or receive. At Genisyst we are quite generous and only impose a limit of 20 recipi-
ents per mail and a maximum message size of 40 Megabytes. 



2.3 How to Set Up an Automatic Vacation Email 
 
A Holiday message makes your email reply automatically to anyone who emails you, telling 
them that you are away and when you will be back, even who they should contact while you 
are gone. To set this up: 
 
 Log into Genisyst Webmail 
 Go to options 
 Choose message filters 
 Choose “add a new rule" from the right 
 Put your email address into the empty condition field 
 Choose Vacation from the Action window 
 Put your email address into the empty addresses field 
 Make sure to enter the message you want to reply with 
 Click add new rule 
 The rule is now added and switched on 
 When you return from holiday log back in to disable the rule. Go to Options, message fil-

ters, choose the rule and click disable. 



2.4 SPAM Filtering 
 
SPAM continues to be a problem on the internet with some estimates that it makes up more 
than 94% of world-wide email traffic. To help deal with this problem you can implement the fil-
tering technique described in this article. 
 
Login to your webmail page at www.genisyst.com.au (Login using your account ID, not your 
actual email address). Start by clicking the "Filters" link on the top menu of the page, to setup 
spam filtering. If this is the first time you have setup a filter, you will be greeted with a message 
similar to the one in the image below. Click the "Add a new rule" button to proceed to the next 
step. 
 
 
 
 
 
In the next section you will be asked to specify conditions for the spam filtering. This series of 
conditions, will determine what will happen to mail that matches the conditions you define. In 
this example we have chosen the "Header", "=> is greater or equal to", "X-Spam-Score", and 
"8". What this means is, any emails with a Spam Score in the header which is equal to or more 
than 8, will have the action you define in the next step, applied to it. *NOTE: The higher you set 
the X-Spam-Score number, the less effective the spam filtering will be. However, we recom-
mend that this is set to a value of at least 6. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Under the “Action” menu, select “Discard Silently”, this will simply remove any incoming spam 
which is caught by the filter, without a fuss. At the “Additional Actions” menu, tick “STOP: If this 
rule matches, do not check any rules after it.” – This ensures that if any mail matches up with 
the filtering conditions you have set, it will simply perform the actions needed, and nothing else 
needs to be done at this point. Click, “Add New Rule”, to apply these changes. You are now 
finished. 



2.5 ...But My Friend George is a SPAM****mer!! 
 
or I want to be more aggressive deleting SPAM emails but don’t want to miss my emails from 
George. I would like to delete emails that are tagged as SPAM altogether but emails from my 
friend George are always tagged as SPAM (George likes forwarding funny jokes) ..., 
 
If the above sounds like you, you can now decrease the score at which you delete emails but 
ensure that you still receive your emails from George. (If you aren’t already deleting your 
SPAMs automatically have a look at our SPAM Filtering tech tip on how to set this up). 
 
 Login to the webmail system at: www.genisyst.com.au, (This uses your email accountid, 

not your email address as the userid) 
 Click the Filters link at the top of the Inbox area in the centre of window 
 You will see your existing SPAM rule listed at spot 1 
 Click on the ‘Add a New Rule’ button, you will be taken to a new screen 
 Enter the email address you are receiving emails from that you want to keep, into the top 

section, see the example below 
 Select the "Keep" action and the "STOP" additional action. This will cause all emails from 

the entered email address to be kept and no further rules will be processed on that mes-
sage. See the example below 

 Once completed, click the ‘Add New Rule’ button 
 This will take you back to the front screen, except now you will have 2 rules. Click the 

check box on your newly created “From” rule and then click the triangle ‘Move Up’ icon on 
the right hand side. This will ensure that it gets processed before your SPAM rule. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
You are now finished. Click on the INBOX link (lefthand column) or Sign Out. However, if you 
would like to delete messages with a lower SPAM score now that you know you will be getting 
George’s emails you can go back into the filters area and click the edit icon for the SPAM rule 
(small page with a pencil) 
 
 Click the Advanced Spam Filter button 
 Lower the value of the Target Score (I wouldn’t advise anything <6, default value is 12) 
 Apply the changes 
 You are now finished. Click on the INBOX link (lefthand column) or Sign Out. 
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Clues for DSL Users 
 

3.1 Diagnosing DSL Internet Problems 



3.2 "My internet connection is running slow..." 
 
From time to time we get calls from users saying that their internet connection is running slow-
ly. Below are some tips to help you resolve this issue. 
 
Have you tried a different computer? 
If you browse the internet on a different computer on your LAN and find that your speed issue 
is gone, it is likely that your connection is fine, and your speed problems are caused by a prob-
lem on the computer itself. 
 
Is there a large outgoing email stream? 
If someone in your organization has sent an email with a large attachment to multiple recipi-
ents this will often absorb the upload bandwidth of your internet connection for a considerable 
period of time, resulting in significantly restricted download performance. This is one of the 
most common causes of an apparently slow internet connection. Bear in mind that the upload 
bandwidth is many times less than the download bandwidth of an ADSL connection. 
 
Are you connected via Local Wireless? 
If you are using a laptop or other wireless device to connect to your internet router/access 
point, it’s possible that the wireless setup is causing the speed problems. You can determine if 
this is the case by browsing the internet on a PC, or other device which isn’t connected wire-
lessly, and making a comparison. It’s possible that signal interference is the cause for slow 
browsing when using wireless. Some steps you can take to counter this possibility include 
moving closer to the wireless router/access point, placing the wireless router/access point 
away from physical obstructions, reflective surfaces, electrical equipment - all of which can re-
sult in poor wireless signal. 
 
Do you have programs/applications running in the background? 
Running multiple programs at once on your PC can not only cause the PC itself to become 
sluggish, but depending on the nature of the programs you are running, they can collectively 
consume “Bandwidth”, which will effectively result in a slow-feeling connection. It is common 
for some programs to run in the background, hidden in the taskbar, such as virus scanning 
software. It is important to note that background programs also consume resources. 
 
Is your connection shared amongst a group of computers? 
When multiple computers share a connection on a LAN, a slow browsing experience may be 
the result of a congested connection within your office, ie – multiple users in the office brows-
ing the internet simultaneously will cause a decrease in your individual internet browsing 
speed. 
 
Have you checked your computer for Virus/Spyware/Malware infections? 
Sluggish internet performance can often be a direct result of a Virus infection. Be sure to keep 
your anti-virus software updated and active. System scans should be performed on a regular 
basis. 
 
Have you checked your modem/router's status? 
Make sure that the "ADSL" light is solid on your modem/router, if not, reset it by pulling out the 
power cord, counting to 10 and replugging the cord back in. If you have checked everything 
you can think of, also reset the modem/router. If the problem persists, contact Genisyst. 



3.3 Are you Moving? What About your ADSL? 
 
Is your office relocating? Or are you are moving house? If this is the case and you are currently 
using a Genisyst Broadband ADSL service, there are a few important steps which should be 
followed in order to ensure that an internet connection is up and running at your new location 
as quickly and smoothly as possible. Note that ADSL connections cannot be moved, what 
actually happens is that the old connection is cancelled and a new connection is installed 
at the new location. This is the case even if the telephone number at the new location is the 
same as the telephone number at the old location and applies whoever is providing the tele-
phone line or the ADSL service. 
 
Arrange for, or ask Genisyst to install an ordinary PSTN telephone line at your new location. 
Specify that this line is required for use as an ADSL line, and that the ADSL service will be 
provided by a third party (ie Genisyst). This line must be installed and working with dial-tone 
before you order the new Genisyst ADSL service. 
 
One important feature of ADSL connections that you must bear in mind when moving location 
is that when the legal owner of an ordinary PSTN line changes, any ADSL connection on that 
telephone line is dropped. This is the case whoever is providing the telephone line or the ADSL 
service. This ensures that new owners of telephone lines don’t get billed for ADSL services set 
up by previous owners. It means that you must ensure you are the legal owner of the ordi-
nary PSTN line prior to ordering the ADSL service. 
 
Once you know when your move is due, contact Genisyst via support@genisyst.com.au or tel-
ephone on 1300 464 364, to supply us with your relocation details. You should include: 
 
 Current address and contact details (Include e-mail addresses, contact numbers, and the 

phone number at your current location which has an active Genisyst ADSL connection). 
 The address you are relocating to, and up to date contact details (Include email-

addresses, contact numbers, and the phone number at your new location on which you 
want us to install your new ADSL connection). 

 Specify if you would like to stay on the same plan you were using at your previous loca-
tion, or if you would like to upgrade or make any changes. 

 
Do not cancel your current ordinary PSTN telephone line before informing us about your plans 
to relocate. 
 
You will then be notified about all costs involved, any applicable contract details, and if the tele-
phone line at your new location is suitable for an ADSL connection. We will send an order form 
for you to fill out, and once you have returned it via email or fax, we will begin to process the 
order. 



3.4 ADSL2 Line Filtering and Why You Need It 
 
In a typical home or business the phone line on which you have your ADSL installed is also 
used for one or more devices like phones and faxes. The problem with sharing the phone line 
is that phones and faxes interfere with your internet connection and cause it to disconnect reg-
ularly or not work at all! If you are having drop-out problems this is the cause 95% of the time. 
 
Fortunately there is a solution to this, putting line filters on the phone line in front of phone de-
vices will filter out the interference caused by them. This must be done carefully, as putting a 
filter in front of your modem will stop it working altogether. See the diagrams below. It is also 
important to note, that an ADSL2 filter is required for ADSL2 connections. 
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Tasty Tit Bits 
 
 

4.1 Virtual Private Networks Require Fixed IP Addresses 
 
One of the great user advantages of Broadband (ADSL and SHDSL) is that it provides connec-
tions that make inter-office wide area networks a reality. With Broadband connections you can 
provide the user with a Virtual Private Network (VPN) to connect their offices together over the 
internet. 
 
Encrypted tunnels are used to make these inter-office communications private. This encryption 
is done by the firewall device (for example the Routefinder RF550VPN) at each office. Howev-
er, you do need to make sure that the Broadband connection you choose for the user is provid-
ed with a fixed IP address (eg 210.11.44.70). Some Broadband providers do not offer fixed IP 
addresses, or only offer them on some of their Broadband offerings (typically their more expen-
sive offerings). 
 
So make sure when you are purchasing a Broadband connection for a potential VPN user that 
you choose a Broadband provider, like Genisyst Broadband, who provides fixed IP addresses. 



4.2 Wireless and Wireless 
 
The term “Wireless” in regards to Internet access is often used to describe a variety of availa-
ble technologies, and when it comes to deciding which product or solution is the most suitable 
to your needs, these options often cause confusion. This technical tip explains the different 
types of “Wireless” connections, along with the specific terminology tied to these different con-
cepts, and why you would (or wouldn’t) choose a particular method. 
 
Wireless LAN (Local Area Network) / WiFi 
 
 
 
 
 
 
 
 
 
 
 
 
So you’ve already got a wired internet connection at your premises but you’d like to access the 
internet via your laptop wirelessly around the house or office instead of having to use a cable 
to the modem – If this sounds like you, chances are that Wireless LAN, also known as WiFi is 
what you’re after. A Wireless LAN can be viewed simply as an extension to your existing inter-
net connection, you don’t need to pay extra for an additional service, but you do require equip-
ment that can allow you to create this wireless “extension” to your existing connection. 
 
The Wireless LAN facility is a function of your ADSL router/modem, note the aerial. With a 
Wireless LAN, you can only connect within a certain range of your modem, usually less than 
100m. 
 
If you are looking for a service where you can use the internet wirelessly when out of the office, 
on the train etc, the next solution would be more suitable. 
 
3G / Mobile Broadband 
 

 

 

 

 

 

 

 

3G Mobile Broadband, unlike Wireless LAN / WiFi, is a standalone service, and is paid for just 
like a standard wired internet connection. 3G Mobile Broadband allows you to access the inter-
net via your laptop, and a 3G Mobile Broadband modem. The advantage of 3G is the ability to 
access the internet on-the-go, wherever you happen to be - provided you are in an area with 
3G coverage. 
 
So when thinking about a wireless connection you need to ask yourself “Do I want internet ac-
cess while I’m out and about?” or “Do I want to be able to use my computer on my ADSL con-
nection around the house without using a cable?” Of course you may want both these options, 
in which case you should get a wireless modem for your ADSL connection and a 3G Mobile 
Broadband modem, and pay for both types of connection. 
 



4.3 Why have a Domain Name? 
 
Do you have an email address like david986@hotmail.com ? If you are running a business you 
could have an address like dboyd@company.com.au which looks much better. So how would 
you achieve that? What you would do is register your own domain name, in this example com-
pany.com.au. You could also use your domain as the address for a company website, eg 
www.company.com.au. If you would like us to set up your domain name, email 
sales@genisyst.com.au or phone us on 1300 464 364. You can search for a domain name you 
would like on the support page of the Genisyst website. 
 
Because computers use numbers, known as IP Addresses, for internet addressing, there is a 
system for associating IP Addresses with Domain Names. This system is called a Domain 
Name Server or DNS and is maintained by ISPs like Genisyst. The DNS holds information 
about the IP Addresses of website servers and email servers so that people anywhere in the 
world can send a message to, for example, dboyd@company.com.au and it actually reaches 
you, or look for the website www.company.com.au and see your website pages. 
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Glossary 
 
ADSL - Asymmetric Digital Subscriber Line is one form of the Digital Subscriber Line technolo-
gy, a data communications technology that enables faster data transmission over copper tele-
phone lines than a conventional voiceband modem can provide. It does this by utilizing fre-
quencies that are not used by a voice telephone call. 
 
DNS - The Domain Name System is a hierarchical naming system built on a distributed data-
base for computers, services, or any resource connected to the Internet or a private network. 
Most importantly, it translates domain names meaningful to humans into the numerical identifi-
ers associated with networking equipment for the purpose of locating and addressing these de-
vices worldwide. 
 
Downloading - In computer networks, to download means to receive data to a local system 
from a remote system. 
 
DSL - Digital Subscriber Line is a family of technologies that provides digital data transmission 
over the wires of a local telephone network. 
 
Internet - is a global system of interconnected computer networks that use the standard Inter-
net Protocol Suite (TCP/IP) to serve billions of users worldwide. It is a network of networks that 
consists of millions of private, public, academic, business, and government networks, of local 
to global scope, that are linked by a broad array of electronic, wireless and optical networking 
technologies. 
 
IP - Internet Protocol, is the principal communications protocol used for relaying datagrams 
(packets) across an internetwork using the Internet Protocol Suite. 
 
LAN - local area network is a computer network that connects computers and devices in a lim-
ited geographical area such as home, school, computer laboratory or office building. 
 
Phishing - is a way of attempting to acquire sensitive information such as usernames, pass-
words and credit card details by masquerading as a trustworthy entity in an electronic commu-
nication. 
 
Router - a device that forwards data packets across computer networks. 
 
SPAM - is the use of electronic messaging systems to send unsolicited bulk messages indis-
criminately. 
 
TCP - The Transmission Control Protocol is one of the core protocols of the IP Suite. 
 
Uploading - can refer to the sending of data from a local system to a remote system such as a 
server or another client with the intent that the remote system should store a copy of the data 
being transferred, or the initiation of such a process. 
 
VPN - A virtual private network is a computer network that uses a public telecommunication 
infrastructure such as the Internet to provide remote offices or individual users secure access 
to their organization's network. 
 
WAN - wide area network is a computer network that covers a broad area (i.e. any network 
whose communications links cross metropolitan, regional, or national boundaries). 


